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Abstract

The internet has emerged as a catalyst of radicalisation, aiming to accelerate the
easlest, wide-ranging connectivity and the utilization of cellular devices, social media
platforms, chat rooms, virtual spheres, and online video sharing networks in the
emergent era of digitalisation. Researchers have identified a symbiotic relationship
between social media and radicalisation, making it an essential medium for shaping
public opinion through the dissemination of propaganda and radical messaging.
Through these platforms, extremist organisations endeavour to attract individuals by
promoting extreme ideologies, frequently attempting to persuade them that violence is
a justified or essential method for attaining their objectives. This qualitative study aims
to make a comprehensive analysis of the existing secondary data on radicalisation
through social media. It aims to discuss how social networking platforms, such as
Facebook, Twitter, and YouTube are linked to violent extremism and online
radicalisation. Through a systematic review, it seeks to identify the core themes, trends,
and limitations, thereby highlighting the research gaps for future investigation. This
research is based on the existing literature from journal articles, books, working papers,
and strategic analysis from leading think tanks, and graphics from terrorists’ virtual
propaganda contents.
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Introduction

The internet and social media platforms have emerged as powerful drivers of digital
transformation by enabling immediate, unrestricted communication and information
dissemination worldwide, thereby shifting the digital ecosystem from a one-way, “read-only”
model of traditional media to an interactive “read-write” model. The advent of Web 2.0 has
given rise to messaging platforms, forums, blogs, and collaborative systems comprising
Facebook, Wikipedia, Twitter, YouTube, WhatsApp, Telegram, Instagram, and Myspace, which
are linked to each other in novel ways, creating new-fangled digital landscape.” The
emergent revolution altered the “read-only” paradigm of traditional media (Web 1.0),
prevalent during the 1990s. Primarily, it comprised the static websites with no way to

communicate with users other than through standard page navigation, search, and email
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options. It revolutionized the communications, facilitating a timely exchange of information
globally.? The exploitation of internet and social media platforms by the terrorist groups for
disinformation campaigns and operational coordination became apparent to academics in
1999 Weimann noted that all active terrorist organisations had established websites and
social media accounts by the middle of the 2000s. It was identified that terrorist groups used
the internet for propaganda and publicity, financing, psychological warfare, data mining,
mobilisation and recruitment, networking, information sharing, coordination and planning.*
Terrorists and violent radicals took advantage of Web 2.0 in the mid-2000s, leading to the
rise of user-generated content and social media. Content promoting violent extremism and
radicalisation began to propagate on mainstream media platforms, video-sharing sites,
blogs, and instant messaging apps. The extremist propaganda might inadvertently be
discovered on Twitter (now X), Facebook, YouTube, WordPress and Paltalk platforms, making
it possible for terrorists to reach a broader audience and interact with new demographic
groups, particularly women.”

The term ‘online radicalisation’ gained popularity in policy and academic circles in the
late 2000s.° For the first time, data concerning the use of Internet by terrorist organizations
was issued by the official sources in the US in July 2004, leading towards an abrupt increase
of radicalized activities through the Internet.” An estimated 12 websites of terrorist groups
were identified on the internet in 1998, increasing to approximately 2,650 in 2003 and 9,800
by 20142 Sixteen million people were using the internet in 1995. At the beginning of 2019,
the penetration of internet globally surpassed to 57%, equating to 4.4 billion people using
the web, whereas currently, there are more than 5 billion active internet users, accounting for

63% of the world’s population. Globally, over 85 per cent of the youth population use social
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media platforms such as X, YouTube, and Facebook daily.’ The contemporary approach to
radicalising the young minds through social media platforms seems to be successful.® Social
media platforms play a significant role in providing youth with information about radical
ideologies."” Young individuals aged 15 to 24 exhibit significant susceptibility to
radicalisation due to their increased exposure to extremist and hateful content on the
internet. Most of the radical and terrorist groups are recruiting the young through the
internet.”* At the peak of Da'esh’s operations in Syria and Iraq, the organisation leveraged
social media platforms to recruit over 40,000 individuals from 110 distinct nations. More than
50,000 people were incited by the Islamic State (IS) to join the group. Additionally, it
remained active on social media, with estimates indicating at least 46,000 pro-IS accounts on
X. Thousands of IS fighters transmitted real-time updates of their activities to loved ones
around the globe via the internet, with the assistance of virtual supporters who disseminated
the content to large audiences.”" People lacking physical access may easily join the terrorist
networks online within the violent extremist environment.” The internet facilitates the
propagation of radical ideologies and the spread of indoctrination online. Internet users are
the primary targets of modern online radicalisation, regardless of gender, educational
background, or financial status.” The evolving social networking platforms are inexpensive
and user-friendly, as compared to the earlier websites, which required radical groups to keep
waiting for the people in order to approach them. The social media platforms assist the

terrorist groups in accessing their intended targets.!” It is now much easier for radical
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